Deploying IPsec Virtual Private Networks

Cisco SYSTEMS

To access the full document, please complete all the fields below and click 'Read
Document'. By completing this form once you will have access to all similar documen
without needing to register again.

First Name:

Last Name:
Email Address:
Job Title:

Business Phone

Phone Extension:

Abstract: IPsec Virtual Private Network (VPN) is an
Enterprise Network deployed on shared infrastructure t
IPsec encryption technology and provides corporate
networks connected to the Internet with the ability to er
flexible and secure VPN access. Allowing organizations

[
I
I
[
I
I
B
Department: |-- Select your department --
B
[
I
I
[
F
I

|
I
I
|
I
I
# of Employees: - Select One -- | . ; :
connect remote sites over the Internet with the security
| encryption protection against wire taping or private
Industy: “Seleci One — | commupication in_tr_usion, IPsec VPNs is a great cost se
alternative to traditional WAN access such as Frame R«
Company: | or ATM. This white paper outlines IPSec in detail and
Address 1: ] provides a comprehensive deployment guide with multi
designs for the implementation of IPsec VPN configura
Address 2: | over public Internet infrastructure.
City: |
State/Province: - Select One -- |
Zip/Postal Code: |
Country: |UNITED STATES |

May we contact you via e-mail regarding future Cisco white papers, webcasts, ever
and more? Check if Yes

[ Yes

Would you like to speak with a Cisco representative? Check if Yt

O Yes

Which of the following are your key networking technology interests? (Please checl
all that apply)

Security

IP Communications

Mobility/Wireless

Storage

Infrastructure

Optical

OooOooOooa

| Read Document|| Cancel |

The information you are entering on this page and other information about your use of the atta:

document (described in the User Agreement and the Privacy Policy) will be stored in a file on 'y ° P
computer and transmitted to Bitpipe over the Internet. Bitpipe may provide this information to tt bl’t I e
owners of the document. Bitpipe and the document owner may use the data to track your use R

document, to contact you and to provide you with additional information about products and se
that you might find of interest. In consideration of your access to the attached document you a(

A service of Bitpipe Inc.
such storage and uses as more fully described i pe X-Stream User Adreeme

Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved



http://www.cisco.com/warp/public/707/manual.shtml
http://www.cisco.com/warp/public/707/manual.shtml

Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved



http://www.cisco.com/warp/public/707/manual.shtml
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fipsenc/scfinter.htm

Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved



http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_r/fipsencr/srfipsec.htm#xtocid5

Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved



http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/secur_c/scprt2/scdrad.htm 

Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved



http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cgcr/secur_c/scprt2/scdrad.htm 

Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved



http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122limit/122y/122ya/122ya4/ftezvpcm.htm#xtocid11
http://www.cisco.com/warp/public/cc/so/neso/vpn/ns171/ns27/prodlit/evpnc_qa.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t8/ftunity.htm

Cisco SYSTEMS

To access this document, please return to page 1 to complete tt
form.

By completing this form once, you will have access to all similar
documents without needing to register again.

A service of Bitpipe Inc.
Copyright ©2004 all rights reserved




	Solutions Guide
	Deploying IPsec Virtual Private Networks
	Introduction
	IPsec VPN Definition
	Major Components
	Internet Key Exchange (RFC 2409)
	IPsec

	IPsec Modes
	Tunnel Mode
	Transport Mode
	IPsec Headers

	1. Implementing Fully Meshed VPN
	Fully Meshed VPN Configuration Strategy
	Fully Meshed VPN Network Topology
	Fully Meshed VPN
	Fully Meshed VPN
	Fully Meshed VPN Prerequisites
	Fully Meshed VPN Configuration Task List
	Step 1: Configure IKE policy
	Step 2: Configure IPsec Transforms and Protocols
	Step 3: Create Access Lists for Encryption
	Step 4: Configure Crypto Map
	Step 5: Apply Crypto Map on the interface

	Additional Configuration Steps
	Using GRE Tunneling
	Privacy Configuration
	Firewall Security Configuration
	Private Addresses and Network Address Translation
	Additional Configurations


	2. Hub-and-spoke VPN
	Hub-and-spoke VPN Strategy
	Hub-and-spoke VPN Network Topology
	Hub-and-spoke VPN Benefits
	Hub-and-spoke VPN Limitations
	Hub-and-spoke VPN Configuration Task List
	On the Hub
	On the Spokes


	3. Fully-Meshed On-Demand VPN with Tunnel Endpoint Discovery
	Introduction
	Fully-Meshed On-Demand VPN with TED Strategy
	Fully-Meshed On-Demand VPN with TED Software and Hardware Versions
	Fully-Meshed On-Demand VPN with TED Network Topology
	Fully-Meshed On-Demand VPN with TED Benefits
	Fully-Meshed On-Demand VPN with TED Configuration Task List

	4. Dynamic Multipoint VPN
	Dynamic Multipoint VPN Strategy
	Dynamic Multipoint VPN Software and Hardware Versions
	Dynamic Multipoint VPN IPsec VPNs Network Topology
	Dynamic Multipoint VPN with GRE Benefits
	Dynamic Multipoint VPN with GRE Limitations
	Dynamic Multipoint VPN with GRE Configuration Task List
	On the Hub
	On the Spoke

	Additional Configuration

	5. Cisco Easy VPN
	Cisco Easy VPN Introduction
	Cisco Easy VPN Software Requirements
	On the Server
	On the Remote Router

	Remote to Server IPsec VPNs Network Topology
	Cisco Easy VPN Benefits
	Cisco Easy VPN Limitations
	Cisco Easy VPN Configuration Task List
	On the Server
	On the Spokes

	Configuration Options
	Modes of Operations
	Split Tunneling with Cisco Easy VPN
	Extended Authentication (Xauth)


	Related Documents


	bp: 
	transmit: 
	xml: VALID
	document: 
	id: 1114410363_523

	envelope: 
	id: 1114410353_797
	version: VALID

	user: 
	id: VALID

	adobe: 
	type: Exchange
	version: 5.05

	os: WIN
	promo: 
	source: In-Network

	token: 
	id: NonUnique


	sorry: 
	BlanketBean: 
	0: 
	3: 

	TextBean: 
	0: Registration information is required to view this document.
	1: To provide or update your registration, 
	9: Registration information is required to view this document.
	10: To provide or update your registration, 

	reset: 
	0: 
	2: 


	dummy: 
	BlanketBean: 
	1: 
	4: 


	5: 
	dummy: 
	TextBean: 
	2: This document is open for viewing in your web browser. Please switch to your browser to read this document.
	3: this document.
	11: This document is open for viewing in your web browser. Please switch to your browser to read this document.
	12: this document.

	close: 
	1: 
	3: 



	4: 
	dummy: 
	TextBean: 
	4: This document is open for viewing in your web browser.  Please switch to your browser to read this document.
	13: This document is open for viewing in your web browser.  Please switch to your browser to read this document.



	questions: 
	BlanketBean: 
	2: 
	5: 

	TextBean: 
	5: To access this document, please return to page 1 to complete the form.
	6: By completing this form once, you will have access to all similar documents without needing to register again.
	14: Deploying IPsec Virtual Private Networks
	15: To access the full document, please complete all the fields below and click 'Read Document'. By completing this form once you will have access to all similar documents without needing to register again.
	16: Abstract:
	17:                   IPsec Virtual Private Network (VPN) is an Enterprise Network deployed on shared infrastructure using IPsec encryption technology and provides corporate networks connected to the Internet with the ability to enable flexible and secure VPN access. Allowing organizations to connect remote sites over the Internet with the security of encryption protection against wire taping or private communication intrusion, IPsec VPNs is a great cost saving alternative to traditional WAN access such as Frame Relay or ATM. This white paper outlines IPSec in detail and provides a comprehensive deployment guide with multiple designs for the implementation of IPsec VPN configurations over public Internet infrastructure.
	18: The information you are entering on this page and other information about your use of the attached document (described in the User Agreement and the Privacy Policy) will be stored in a file on your computer and transmitted to Bitpipe over the Internet. Bitpipe may provide this information to the owners of the document.  Bitpipe and the document owner may use the data to track your use of the document, to contact you and to provide you with additional information about products and services that you might find of interest. In consideration of your access to the attached document you agree to such storage and uses as more fully described in the 

	question: 
	user: 
	name: 
	first: First Name:
	last: Last Name:

	email: Email Address:
	title: Job Title:
	phone: Business Phone:
	extension: 
	ciscosystems: Phone Extension:

	employees: 
	ciscosystems: # of Employees:

	department: Department:
	industy: 
	ciscosystems: Industy:

	company: Company:
	address1: Address 1:
	address2: Address 2:
	city: City:
	state: State/Province:
	zip: Zip/Postal Code:
	country: Country:
	contact: 
	ciscosystems: May we contact you via e-mail regarding future Cisco white papers, webcasts, events and more? Check if Yes

	ciscoRepresentative: 
	ciscosystems: Would you like to speak with a Cisco representative? Check if Yes

	networkingtechnology: 
	ciscosystems: Which of the following are your key networking technology interests? (Please check all that apply)



	response: 
	user: 
	name: 
	first: 
	last: 

	email: 
	title: 
	phone: 
	extension: 
	ciscosystems: 

	employees: 
	ciscosystems: []

	department: []
	industy: 
	ciscosystems: []

	company: 
	address1: 
	address2: 
	city: 
	state: []
	zip: 
	country: [US]
	contact: 
	ciscosystems: Off

	ciscoRepresentative: 
	ciscosystems: Off

	networkingtechnology: 
	ciscosystems: 
	checkboxInput: 
	option1: Off
	option2: Off
	option3: Off
	option4: Off
	option5: Off
	option6: Off





	label: 
	user: 
	contact: 
	ciscosystems: 
	option1: 
	labelText: Yes



	ciscoRepresentative: 
	ciscosystems: 
	option1: 
	labelText: Yes



	networkingtechnology: 
	ciscosystems: 
	option1: 
	labelText: Security

	option2: 
	labelText: IP Communications

	option3: 
	labelText: Mobility/Wireless

	option4: 
	labelText: Storage

	option5: 
	labelText: Infrastructure

	option6: 
	labelText: Optical





	submit: 
	4: 

	opt-out: 
	5: 

	link: 
	0: 


	warning: 
	TextBean: 
	7: Adobe Reader version 4.1 or higher is needed to view this document.
	8: Please visit http://www.adobe.com for your free upgrade.



	property: 
	shouldPop: false
	unsentCount: 3



